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/(01234554(1,6278(5271-9.%:-(014901%;7%;(<,572(7146-475;(%5:,7=(%.>21&,3%?(@(

A,B%B4..8C( D74&( %E%( %.8&( 5025262&F( %.>21&,3%2..8C( 5%574&,C'( G1%( 1,A1,627:4(

&47,02%5:2@2H( 5%574&8I( 72( 457=( 5%574&8I( 26J49%.;?B4H( 9,..84 %A 1,AE%<.%C(

%572<.%:2@I( 5E49-47( -<%78@,7=( K727( >,:7'( /,L.2( 264504<%7=( 9257-0( &47,02%5:2@2H

5%574&8(:(7,:%&(145-15,&I(@(A,@%5%&257%(27(74:-B%C(01,@(02E=A2@,74E;'(/(9,..2H(57,7=4(

1,55&2714.8( @201258( 264504<4.%;( &47,02%5:,( %.>21&,3%%( @( A,B%B4..8C( 5%574&,C( 5(

1,AM1,.%<4.%4&(9257-0,'

N5C29.84( 9,..84( A,9,<%( 5E49-?B%4O( %&4475;( 014901%;7%4( 5( 201494E4..8&(

:2E%<457@2&( @.-714..%C( %.>21&,3%2..8C( 5%574&O( 5%574&,( 92:-&4.72262127,I( 5%574&,(

-01,@E4.%;( 0124:7,&%I( >,HE2@24( C1,.%E%B4( %( 7'0'( P149%( 9,..8C( 145-152@( 457=( :,:(

26B49257-0.84(145-158I(7,:(%(A,:18784I(9257-0(:(:27218&(0149257,@E;475;(02(E2M%.-(%(

0,12E?'(#146-475;(264504<%7=(34.71,E%A2@,..8H(02%5:(02(@54&(K7%&(145-15,&'

QE;(264504<4.%;(02%5:,(68E2(14R4.2(1,A1,627,7=(&47,02%5:2@-?(5%574&-I(7,:(:,:((

%A-A,( .426C29%&257%( -<S7,( %( .402572;.57@,( 01,@( 9257-0,( 02E=A2@,74E4H( :( %.>21&,3%%I(

34.71,E%A2@,..24( C1,.4.%4( %.94:52@( 9E;( @54C( %.>21&,3%2..8C( 145-152@( 68E2(
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.4@2A&2L.2'( G1%( K72&( @( 01234554( 02%5:,( 92EL.2( 012@29%7=5;( 1,AM1,.%<4.%4( 9257-0,(

02E=A2@,74E4H(:(%.>21&,3%%I(7'4'(9E;(:,L92M2(02E=A2@,74E;(D%E%(M1-008(02E=A2@,74E4HF(

92EL.8( -57,.,@E%@,7=5;( 74( 145-158I( @( :27218C( 2.( &2L47( D%E%( .4( &2L47F( 012%A@29%7=(

02%5:'(#,:L4(0,1,EE4E=.2(012@29%E%5=( 1,6278(02( 52A9,.%?(49%.2H( 72<:%( @C29,( @2( @54(

K7%( %.>21&,3%2..84( 145-158( DVWXYZ[( VWYX-On system - VV\FI( :2721,;( 25.2@8@,E,5=( .,(

%502E=A2@,.%%( 74C.2E2M%%( \][X^_'( Q,..,;( 74C.2E2M%;( C212R2 0292RE,( 9E;( 14R4.%;(

0126E4&8(&47,02%5:,(@(A,B%B4..8C(5%574&,C'(

B36C49$86/463.-8$68.-/494/-8633-D-$5+.67-41,6

/(@%9-(72M2I(<72(@ A,B%B4..8C(5%574&,C(.426C29%&2(012@494.%4(,-74.7%>%:,3%%(

%( ,@721%A,3%%( 02E=A2@,74E4HI( .,A2@S&( 502526( 5621,( %.>21&,3%%( %A( .%C(

,@721%A%12@,..8& &47,02%5:2&. `,55&271%&( .45:2E=:2( 5025262@( 4M2( 21M,.%A,3%%'(

G41@8H( 502526(— &29%>%:,3%;(2794E=.8C(%.>21&,3%2..2-02%5:2@8C( 5%574&( DNGPFI( 5(

34E=?( 52A9,.%;( 5043%,E=.2M2( ab^( 9E;( ,@721%A%12@,..2M2( 02%5:,'( Q,..8H( 502526(

.49257,72<.2(-.%@415,E4.(%(%&447(2M1,.%<4..-?(01%&4.%&257=I(7':'(01%M294.(72E=:2(9E;(

5%574&(5(27:1878&(%5C29.8&(:292&(%(A,71-9.;47(926,@E4.%4(.2@8C(2794E=.8C(NGP'(

/7212H( 502526( — .,-<%7=( &47,02%5:2@-?( 5%574&-( %&%7%12@,7=( 02@494.%4(

61,-A41,( 02E=A2@,74E;( @2( @14&;( ,@721%A,3%%'( QE;( K72M2( .-L.2I( <7268( &47,02%5:2@,;(

5%574&,( 02E-<%E,( 9,..84( ,@721%A,3%%( 27( 61,-A41,( 02E=A2@,74E;( %( 27( 541@41,I( ,( A,74&(

%502E=A2@,E,( %C( :,L98H( 1,A( 01%( 25-B457@E4.%%( 02%5:,'( *72( 012B4( @54M2( 594E,7=I(

%502E=A-;(&47,02%5:2@-?(5%574&-(@(:,<457@4(012:5%-541@41,'(#'4'(&47,02%5:2@,;(5%574&,(

6-947( .,C29%7=5;( &4L9-( 02E=A2@,74E4&( %( 2794E=.8&%( NGP( @( 71,:74( 04149,<%( 9,..8C'(

G2E-<,475;I(<72(7146-475;(@25012%A@457%(:E,55%<45:-?(,7,:-(cd4E2@4:(0254149%.4e(DMan

in the middleFI( @( :27212H( &47,02%5:2@,;( 5%574&,( @802E.;47( 12E=( cAE2-&8RE4..%:,e'(

Q,..8H( 502526( 014902<7%74E=.4H( 041@2M2I( 7':'( @2-041@8CI( ( .4( 7146-47( 9202E.%74E=.2H(

&29%>%:,3%%( 2794E=.8C( NGPI( @2-@7218CI 01%( 926,@E4.%%( .2@2M2( :2&02.4.7.2M2(

02%5:2@2M2( 9@%L:,( D7'4'(NGPI( ;@E;?B4H5;( %572<.%:2&(%.>21&,3%%( 9E;(&47,02%5:2@2H(

5%574&8F(.4(7146-475;(%A&4.;7=(.%(5,&-(&47,02%5:2@-?(5%574&-I(.%(02%5:2@84(5%574&8(

.%L.4M2(-12@.;I(7'4'(5@2H57@,(1,5R%1;4&257%(&47,02%5:2@2H(5%574&8(.4(-C-9R,?75;'(

E+.-F0$6?.+3.4<4,6=44$8$@3.+/3+.+

G1%&4.%74E=.2(:(@46-01%E2L4.%;&I(,-74.7%>%:,3%;(— K72(012@41:,(029E%..257%(

0149J;@E4..2M2( 02E=A2@,74E4&( %94.7%>%:,721,( DE2M%.,F'( G25E4( ,-74.7%>%:,3%%( 02(

E2M%.-( @46-01%E2L4.%4( 201494E;47( 02E.2&2<%;( 02E=A2@,74E;( D012%5C29%7( 0123455(

,@721%A,3%%FI( 025E4( <4M2( 14R,475;I :,:-?( %.>21&,3%?( 0149257,@E;7=( 02E=A2@,74E?( @(

27@47( .,( 4M2( A,0125'( P,&8H( 1,5012571,.4..8H( 502526( ,-74.7%>%:,3%%(— K72( 012@41:,(

029E%..257%(%&4.%(02E=A2@,74E;(54:147.2H(>1,A2H(D0,12E4&F'
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),( 9,..8H( &2&4.7( 5-B457@-?7( 71%( 25.2@.8C( 01272:2E,( 26&4.,( 9,..8&%(

,-74.7%>%:,3%%(DE2M%.(%(0,12E=F(@(@46-01%E2L4.%;CO

1. 6,A2@,; ,-74.7%>%:,3%; (basic access authentication);

2. 9,H9L457 ,-74.7%>%:,3%; (digest access authentication);

3. ,-74.7%>%:,3%; 02 cookie (cookie authentication).

+,A2@,;( ,-74.7%>%:,3%;( — .,%62E44( 012572H( 01272:2E( 26&4.,(

%94.7%>%:,3%2..2H(%.>21&,3%4H'(G1272:2E(6,A2@2H(,-74.7%>%:,3%%(5E49-?B%H'(f2M9,(

541@41( C2<47I( <7268( :E%4.7( 0149257,@%E( 4&-( 9,..84( ,-74.7%>%:,3%%I( 2.( @:E?<,47( @(

HTTP-A,M2E2@2:(27@47,(02E4(WWW-Authenticate: Basic realm="realm" %(@857,@E;47(:29(

27@47,( ghi( DjXklmnopWq[rF'( s[kZt( – 5712:,I( %94.7%>%3%1-?B,;( M1-00-( 145-152@I( 9E;(

:27218C( A,01,R%@,?75;( 9,..84( ,-74.7%>%:,3%%'( QE;( :,L92H( M1-008( 145-152@(

%94.7%>%:,3%2..84(9,..84(&2M-7(27E%<,7=5;(9E;(29.2M2(%(72M2(L4(02E=A2@,74E;'(Q,E44(

:E%4.7( 01%( 5E49-?B4&( A,01254( :( 145-15-( 926,@E;47( @( uvvb-A,M2E2@2:( A,0125,( 02E4(

GHIJKLMNOIMKPQ$ ROSMT$ UF6330+$ 6?.+3.4<4,6=44V'( Q,..84( ,-74.7%>%:,3%%( —

A,:29%12@,..,;(@(wkx[yg(5712:,I(02E-<4..,;(01%(025E492@,74E=.2H(:2.:,74.,3%%(%&4.%(

02E=A2@,74E;I( 9@2472<%;( DcOeF( %( 0,12E;'( ( G1%( .4-9,<.2H( ,-74.7%>%:,3%%( 541@41( 5.2@,(

2701,@E;47(27@47 5(:292&(ghi(%(@857,@E;47(@(uvvb-A,M2E2@2:(WWW-Authenticate: Basic 

realm="realm"'(/(5E-<,4(L4I(:2M9,(:E%4.7(0149257,@%E(@41.84(9,..84(,-74.7%>%:,3%%I(

541@41( 2701,@E;47( @( 27@47( A,01,R%@,4&84( 9,..84'( #,:%&( 261,A2&I( 9E;( 72M2I( <7268(

02E-<%7=(9,..84I(9E;(9257-0,(:(:27218&(7146-475;(wkxWz(,-74.7%>%:,3%;(:E%4.7(D61,-A41(

02E=A2@,74E;F( 92EL4.( :,L98H( 1,A( @:E?<,7=( @( A,M2E2@2:( A,0125,( 02E4( almnopWqkmWoX( 52(

5@2%&%(%94.7%>%:,3%2..8&%(9,..8&%'

+,A2@,;(,-74.7%>%:,3%;(%&447(29%.(5-B457@4..8H(.49257,72:(— 2.,(52@41R4..2(

64AA,B%7.,(:(,7,:,&(7%0,(0125E-R%@,.%;(5474@2M2(71,>%:,'(N94.7%>%:,3%2..84(9,..84(

.%:,:(.4(R%>1-?75;(D2.%(@54M2(E%R=(:29%1-?75;(@(wkx[ygF(%(.4(%A&4.;?75;(@2(@14&4.%I(

02K72&-( AE2-&8RE4..%:-( %C( 2<4.=( E4M:2( 0414C@,7%7=( %( %502E=A2@,7=( 9E;( 9257-0,( :(

:2.>%94.3%,E=.2H(%.>21&,3%%'

Q,H9L457( ,-74.7%>%:,3%;( E%R4.,( 9,..2M2( .49257,7:,I( 7':'( 0149-5&,71%@,47(

04149,<-( %94.7%>%:,3%2..8C( 9,..8C( @( A,R%>12@,..2&( @%94( D01%&4.;475;( R%12:2(

%A@457.8H( ,EM21%7&({_|FI(01%<4&(:,L98H(1,A(01%( 5257,@E4.%%( A,R%>12@,..2H( 5712:%(

01%&4.;?75;(5E-<,H.8&(261,A2&(5M4.41%12@,..84(541@412&(9,..84I(<72(014927@1,B,47(

02@721.24(%502E=A2@,.%4(:292@2H(5712:%'(`,55&271%&(9,..8H(01272:2E(029126.4H'(

G1%(A,01254(145-15,I(7146-?B4M2(,-74.7%>%:,3%%I(:E%4.7(02E-<,47(27@47(5(:292&(

ghi(DjXklmnopWq[rF(%(-:,A,.%4& 502526,(,-74.7%>%:,3%%(@(A,M2E2@:4(D}}}-Authenticate: 

_WY[xm(~9,..84(9E;(5257,@E4.%;(:292@2H(5712:%�F'((f292@,;(5712:,(5257,@E;475;(%A(%&4.%(
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02E=A2@,74E;I( 0,12E;( %( 9,..8CI( 02E-<4..8C( 27( 541@41,'( *7%( 9,..84( @:E?<,?7( @( 546;(

14,E&( Dp[kZtFI( 92&4.( DrotkWXFI( 5E-<,H.8H( 29.21,A2@8H( :29( DXoXz[F( %( 7'0'( Q,E44(

02E-<4..84( 9,..84( :2&6%.%1-?75;( 5( %.>21&,3%4HI( @@494..2H( 02E=A2@,74E4&I(

R%>1-?75;( D268<.2( 5( 01%&4.4.%4&( ,EM21%7&,( {_|I( .2( 7,:L4( @2A&2L.8( 91-M%4(

@,1%,.78F(%(2701,@E;?75;(.,(541@41(01%(5E49-?B4&(A,01254(@(A,M2E2@:4(almnopWqkmWoX'(

G1%@494&( 01%&41( 0123455,( ,-74.7%>%:,3%%( 5( %502E=A2@,.%4&( 9,H9L457(

,-74.7%>%:,3%%'(

1. fE%4.7(A,01,R%@,47(9,..84(-(541@41,

GET /dir/index.html HTTP/1.0

Host: localhost

2. P41@41(2701,@E;47(27@47(5(:292&(ghi(%(%.>21&,3%4H(2(&47294(,@721%A,3%%

Date: Sun, 10 Apr 2012 20:26:47 GMT

WWW-Authenticate: Digest realm="testrealm@host.com",

qop="auth,auth-int",

nonce="dcd98b7102dd2f0e8b11d0f600bfb0c093",

opaque="5ccc069c403ebaf9f0171e9517f40e41"

Content-Type: text/html

Content-Length: 311

3. G2E=A2@,74E=(@@29%7(%&;(02E=A2@,74E;(%(0,12E=(@(61,-A414

4. P41@41(0258E,47(27@47(5(:292&(�hh(D�fF

HTTP/1.0 200 OK

Server: HTTPd/0.9

Date: Sun, 10 Apr 2005 20:27:03 GMT

Content-Type: text/html

Content-Length: 7984

�-74.7%>%:,3%;( 5( 02&2B=?( :-:%( DcookieF( ;@E;475;( 5,&2H( 1,5012571,.4..2H(

5C4&2H( ,-74.7%>%:,3%%( @( N.741.474'( f-:%( – 9,..84I( :272184( C1,.;75;( .,( :E%4.74( %(

2701,@E;?75;( 541@41-( 5( :,L98&( A,01252&'( f-:%( 04149,?75;( :E%4.7-( @(HTTP-A,M2E2@:4(

Set-Cookie %(%&4?7(5E49-?B%H(>21&,7O

Set-Cookie: NAME=VALUE; expires=DATE; path=PATH; domain=DOMAIN_NAME; 

secure

�6;A,74E=.8&%(02E;&%(;@E;?75;(72E=:2(NAME %(VALUEI(:272184(014957,@E;?7(

.,A@,.%4( %( A.,<4.%4( :-:%( 5227@4757@4..2'( G25E4( 02E-<4.%;( :E%4.72&( :-:%I( 2.%(

2701,@E;?75;(5(:,L98&(A,01252&(541@41-(@(A,M2E2@:4(Cookie.

G25E4( 0149257,@E4.%4( 02E=A2@,74E4&( 9,..8C( ,-74.7%>%:,3%%( D268<.2( 0-74&(
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2701,@:%( 9,..8C( @46->21&8FI( 541@41( 52A9,47( 5455%?I( 01%5@,%@,47( 4H( %94.7%>%:,721( %(

2701,@E;47(4M2(@(:,<457@4(:-:%'(Q,E=R4I(01%(:,L92&(5E49-?B4&(261,B4.%%(02E=A2@,74E;(

:( @46-01%E2L4.%?( 541@41( 012@41;47( :-:%I( 01%:140E4..84( :( A,0125-( %( 012@29%7(

,-74.7%>%:,3%?(%(9,E=.4HR-?(,@721%A,3%?(02E=A2@,74E4H'

`,55&2714..84(@8R4(5C4&8(,-74.7%>%:,3%%(@(N.741.474( -;A@%&8(:( ,7,:,&(7%0,(

c<4E2@4:(0254149%.4e( DMan in the middleF'(/(5E-<,4(5(25.2@.2H(DBasic) ,-74.7%>%:,3%4H(

,7,:,(5@29%75;(:(02E-<4.%?(%&4.%(02E=A2@,74E;(%(0,12E;(%(02@721.24(%C(%502E=A2@,.%4(

01%( 9,E=.4HR%C( A,0125,C'( P,&8H( 012572H( 502526( 012%A@457%( 9,..-?( ,7,:-( .,( 5C4&-(

9,H9L457( ,-74.7%>%:,3%%( – K72( 029&4.%7=( 27@47( 541@41,I( -57,.,@E%@,?B%H( 5C4&-(

,@721%A,3%%( D:29( ghiF( 7,:%&( 261,A2&I( <7268( A,&4.%7=( 5C4&-( ,-74.7%>%:,3%%( .,(

25.2@.-?( DBasicF'( Q,E44( @54( 5@29%75;( :( 5%7-,3%%I( 20%5,..2H( @8R4'(G1%( %502E=A2@,.%%(

5C4&8( ,-74.7%>%:,3%%( 5( 02&2B=?( :-:%( ,7,:,( A,:E?<,475;( @( 0414C@,74( :-:%( %(

%502E=A2@,.%%(%C(,7,:-?B4&'

QE;(A,B%78(26&4.,(%.>21&,3%4H(&4L9-(:E%4.72&(%(541@412&(27(0125E-R%@,.%;(

71,>%:,(2<4.=(<,572(%502E=A-475;(01272:2E(HTTPS'(G1%(%502E=A2@,.%%(K72M2(01272:2E,(

9,..84( 01272:2E,(HTTP R%>1-?75;'( #,:%&( 261,A2&I( 45E%( AE2-&8RE4..%:( 02087,475;(

0125E-R,7=(71,>%:I(04149,@,4&8H(&4L9-(541@412&(%(:E%4.72&(&,:5%&-&I(<72(2.(5&2L47(

-@%947=( – K72( 72E=:2( A,M2E2@:%( TCP 0,:472@'( G2K72&-( 0414C@,7( 71,>%:,( .,01;&-?( @(

:,<457@4( ,7,:%(.,( 5C4&-( ,-74.7%>%:,3%%(1,627,7=(.4(6-947'(�9.,:2(01272:2E(HTTPS D,(

72<.44( SSLI( :27218H( ;@E;475; 25.2@2H( HTTPSF( 7,:L4( -;A@%&( :( ,7,:,&( 7%0,( c<4E2@4:(

0254149%.4e'( QE;( 012@494.%;( K72H( ,7,:%( .,( 01272:2E( HTTPS ,7,:-?B%H( 92EL4.(

@:E?<%7=( @( 1,A18@( 5@2H( 541@41I( :27218H(02A@2E%7( 52A9,7=( 9@4(.4A,@%5%&84(SSL 5455%%(

9E;(:,L92M2(TCP 5249%.4.%;(:E%4.7,(5(541@412&O(:E%4.7(-57,.,@E%@,47(SSL 5249%.4.%4(

52(@:E?<4..8&(@(1,A18@(541@412&I(,(727(@(5@2?(2<4149=(5(541@412&(01%E2L4.%;'(#'4'(.,(

57212.4( ,7,:-?B4M2( @57,@E4..2M2( 541@41,( 9,..84( 5.,<,E,( 1,5R%>12@8@,?75;( D041@24(

5249%.4.%4FI( A,74&( A,R%>12@8@,?75;( A,.2@2( %( 2701,@E;?75;( 541@41-( D@72124(

5249%.4.%4F'( �9%.57@4..24( 71462@,.%4( – .,E%<%4( 0290%5,..8C( 5417%>%:,72@(

64A20,5.257%'

W/+FC-X+33-+$/+Y+34+

/8R4( 68E2( 02:,A,.2I( <72( @54( 25.2@.84( 5C4&8( ,@721%A,3%%( @( N.741.474(

029@41L4.8( ,7,:4( c<4E2@4:( 0254149%.4eI( 02K72&-( 74C.%<45:%( @2A&2L.2( 9E;( 14R4.%;(
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